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Course Code Course Title Credits Prerequisite
CPIS-601 Computer Security Fundamentals 3
s
2 | This course covers key bodies of knowledge and specializations in security, privacy, and
S compliance associated with enterprise information systems. The course explores defense-in-
B | depth techniques of layering people, process and technology controls to secure the enterprise.
?.» Emerging frameworks and tools are explored to complete the student’s foundational
g understanding of information assurance.
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Course Code Course Title Credits Prerequisite

1S-611 Information Security Policies 3

Course Description

This course aims discuss the importance of information policies in the information security
issues at the organizations. The course define the related concepts, information policy
requirements, types, development, and evaluation.

In the course, the student will get hands-on experience developing and reviewing information security
policies. The course teaches security professionals how to navigate this new world of security by

developing strategic plans, creating effective information security policy, and developing management
and leadership skills.
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Course Code Course Title Credits Prerequisite
MIS-621 Information Security Management 3
S
< | This course describes the risk management methodology as a specific process, a theory, or a
S procedure for determining your assets, vulnerabilities, and threats and how security
$ | professionals can protect them. Risk Management course is targeted towards security
?) professionals who need to learn risk management skills. It goes beyond the physical security
g realm to encompass all risks to which a company may be exposed.
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Course Code Course Title Credits Prerequisite
CPIS-602 Web Application Security 3 CPI1S-601

é This course will address security challenges associated with the implementation of web
= applications. Student will learn how web application vulnerabilities can be exploited and how
9 | to secure the web applications. Common types of such vulnerabilities are SQL injection, cross-
A | site scripting, cross-domain integration techniques and buffer overflows in the application
@ | layer. Students will also have the opportunity to examine the procedures and technologies that
§ are fundamental for penetration testing and developing a secure web application.
O
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Course Code Course Title Credits Prerequisite
CPCS-633 Software Security 3 CPCS-631
§ This course aims to provide students with the theory and practice of software testing. In
= addition, it aims to address the different concerns of security practices within the software
g | development lifecycle. This course will cover issues like syntax testing, mutation testing, and
A | tools for software testing, testing specifications, black box and white-box testing, code
@ | inspections, metrics, usability testing, testing documentation, website testing, security testing,
§ beta testing, quality assurance, and software safety.
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Course Code

Course Title Credits Prerequisite

CPCS-631 CPI1S-601

Applied Cryptography 3

Course Description

This course is a comprehensive introduction to modern cryptography that is aimed primarily
at those interested in applications. An emphasis will be placed on tools that are currently being
used to secure the Internet and enable secure electronic commerce. Showing how security is
achieved in real-life systems in areas of payment, telecom, buildings/transportation,
government/identity etc.
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Course Code Course Title Credits Prerequisite
CPCS-632 Operating Systems Security 3 CPI1S-601
§ Operating systems provide the fundamental mechanisms for securing computer processing
= and become a mainstream issue for all operating systems. This course will outline the
9 | requirements for a secure operating system against a motivated adversary. Learning the
A | requirements for operating systems that effectively enforce security, will assist student to
@ | better understand how to manage the balance between function and security through by using
§ best practices to configure operating systems to industry security standards.
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Course Code Course Title Credits Prerequisite
CPIT-641 Network Security 3 CPI1S-601

Course Description

This course provides fundamental issues of network and mobile security. Students will able to
analyze the internal and external security threats against network and to prepare security
policies that will secure organization. Topics to be covered include review of networking,
advanced cryptography, access control, distributed authentication, TCP/IP security, firewalls,
IPSec, Virtual Private Networks, intrusion detection systems, and advanced topics such as
wireless security, identity management, wireless Internet, and mobile ad hoc networks, smart
phone security; mobile Internet security; mobile location privacy.
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Course Code Course Title Credits Prerequisite
CPIT-642 Digital Forensics 3 CPIS-601
< Th_is course aims to gi\_/e the stud_en_t instr_uction in thg principles _of Di.gital Forensics, and the
< | principles that the digital forensic investigator need in order to identify, secure, analyze and
'S | present digital evidence to be used in a criminal or administrative case. In general, the
$ | students of this course will be able to collect, preserve, identify, extract and document the
?, computer or network evidence. Moreover, this unit will introduce some techniques and
£ | methodologies that are used in order to ensure that those principles are met for evidentiary
3 | needs.
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Course Code Course Title Credits Prerequisite
BL-651 Cyber Crimes 3 CPIT-642

Course Description

This course introduces students to the many different types of cybercrime. Students learn how to
identify cybercriminal activity and learn how law enforcement agencies are responding to the dangers
these crimes present. Hypothetical scenarios are offered for students to examine, and students review
the proper legal responses for these scenarios. Students learns the government laws regarding
computer violations and the proper manner for prosecuting crimes of this nature in court.
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Course Code Course Title Credits Prerequisite
CPIT-644 Hacking Techniques 3 CPIT-641

c
=
g This course provides unique applications involved in the professional domain of Cyber
g | Security and Information Assurance (CSIA). The curriculum focus is directed toward ethical
A | hacking and penetration (Pen) testing. Penetration tests probe network and information
@ | system security components by conducting simulated attacks on systems.
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Course Code Course Title Credits Prerequisite
CPIT-695 Seminar 3
(=
2
=3
§ This course will provide the students with a sequence of seminars in the field of Information
A | Security.
(b}
&
>
o
O
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Course Code Course Title Credits Prerequisite
1S-612 Information at Work Environment 3 MIS-621
S | This introductory course in the program deals with the concepts of information and electronic
£ | information in particular and documents in the organization. It deals with the nature, levels,
'S | and types of information and how to manage it within the work environment in addition to the
$ | presentation of information cycle within the work cycle. It also identify the characteristics of
a workers deal with information in the organization. Security risks related to information in
2 | each level is identified. The course ends with an open discussion to the information ethics and
§ its importance to information security in the organization.
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Course Code Course Title Credits Prerequisite

CPIT-643 Mobile Security 3 CPIT-641

Course Description

Laptops and PC's have become legacy-computing devices, replaced with mobile phones and
tablets. Mobile devices continue to evolve and penetrate our everyday lives, leading to
increased importance of mobile security. Mobile devices wanting to join our networks that
simply do not have the same security controls that we rely on in modern, secure networks.
Even with their weaknesses, mobile phones are here to stay and more and more we are being
called on to support them. A topic living in the intersection of wireless communication, mobile
computing, and computer security. This course focuses on aspects of information and network
security that arise in this challenging and ever-evolving space of mobile communication
systems, including mobile/cellular telephony, wireless Internet, and mobile ad hoc and sensor
networks. Material will cover standards and research challenges in both deployed systems and
future systems.
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Course Code Course Title Credits Prerequisite
CPCS-634 Database Security 3 CPI1S-601

5 This course focuses upon security threats and issues specific to databases. This comprehensive
g database security course provides all the information that both Data Base Administrators
9 | (DBA) and security professionals need to develop, deploy and maintain a secure database
A | solution. Students will focus on a specific, practical, semester-long topic on information
@ | assurance to demonstrate the skills they have developed throughout their program to manage
§ and lead an organization-wide information security program.
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Course Code Course Title Credits Prerequisite
CPI15-603 E-Commerce Security 3 CPI15-602

Course Description

This course focuses on advanced technical topics in e-commerce security. X.500 registration
systems, X.509/PKIX certification systems, secure payment methods, smart cards,
authorization models in open distributed environments. Secure web systems, technologies, and
applications.
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Course Code Course Title Credits Prerequisite
MIS-622 Disaster Recovery & Bus. Continuity Plan 3 MIS-621

c
=
g This course will introduce the fundamental concepts common to disaster prevention and
g | recovery planning methods; the focus will be on the development of emergency response plans
A | (ERPs) and disaster recovery plans (DRPs). The practical methods developed in this course
@ | will include gathering, analyzing, and managing this information.
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Course Code Course Title Credits Prerequisite

CPI1S-604 Security Audit 3 1S-611

Course Description

Security is one of the most important concerns in the world of Information Technology. This
course introduces the approaches and the methodology in auditing information systems for
organizations to deploy compliance initiatives to counter regulatory requirements.
Compliance goes beyond just conforming to the internal policies and standards. The students
will learn that compliance extends outside the organization, representing the external
regulations and the industry standards. The course utilizes individual and group-learning
activities, performance-driven assignments, problem-based cases, projects, and discussions.

23




Ghda gl aae

Jo—iall o)) sis

ad g Sy

S A

3

e glal) alis (8 5 i gacal ga

696~k

oSl b U acdl) 488) ga cang "Ml glaal) A8 Jlaa B clalai¥) g Aaal) il e ) jal) 138 Xy

-

-

.-.‘

a2

Course Code

Course Title

Credits

Prerequisite

CPI1S-696

Selected Topics in Information Systems

3

Course Description

This course emphasizes on the recent technologies and trends in any field of Information
Systems. The course has to be approved of by the Department before being opened.
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Course Code

Course Title

Credits

Prerequisite

CPIT-696

Selected Topics in Information Technology

Course Description

This course emphasizes on the recent technologies and trends in any field of Information
Technology. The course has to be approved of by the Department before being opened.
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Course Code Course Title Credits Prerequisite

CPCS-696 Selected Topics in Computer Science 3

Course Description

This course emphasizes on the recent technologies and trends in any field of Computer
Science. The course has to be approved of by the Department before being opened.
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Course Code Course Title Credits Prerequisite

CPIT-699 Research Project 3

Course Description

This capstone course provides students the opportunity to apply the principles and techniques
of Information Assurance through the design, development, implementation, operation, and
management of secure information systems. Through independent projects, students will
synthesize and apply practical understanding of the principles of data protection, network
security, and computer forensics, including their understanding of the ethical, legal, and policy
issues associated with information security. Students will focus on a specific, practical,
semester-long topic on information assurance to demonstrate the skills they have developed

throughout their program to manage and lead an organization-wide information security
program.
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Comment 1:

There are a few minor typographical errors in the documentation. Most of these are of no
consequence but one that confused me a bit is the word “get” in the sentence “Evaluate and local
and international breakthroughs that may get the systems used by all institutions”. (This appears in
the table on page 13 and again on page 15.) Possibly the word required is “undermine”, “threaten”,
or “influence”.

Response:
Above-mentioned typographical errors are removed from the draft attached.

Comment 2:

“The following specific topics could be considered for inclusion.
. Cloud security

. Mobile device security

. Quantum computing”

Response:

These and other special topics are covered in the following two courses that are offered during first
semester of 2nd year.

1. Seminars ( CP1S695 / CPIT695 / CPCS695)
2. Selected Topics in Information Security (CP1S696 / CPIT696 / CPCS696 )

Comment 3:

I believe that practical aspects are essential in a program of this type. A few of the courses focus
largely on experimental work, which is excellent. I would recommend encouraging all courses to
include practical work where possible.

Response:

Most of the courses that are offered by this program will use four assessment methods: 1) Exams, 2)
Projects, 3) Assignments and 4) Presentations. Here, projects will be mainly based on practical work
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such as programming, simulation and testing.

Comment 4:

Guest lectures from industry and government can provide an excellent way to give a real-world
flavor of the material and promote professional contacts within information security industry. These
could be included in the later parts of the program.

Response:

CPIS695 / CPIT695 / CPCS695 course will provide the students with a series of seminars in the
field of Information Security that are conducted by the professors, guest lecturers or professionals
from academia, industry and government.

Comment 5:

If I understand the documentation correctly, the capstone project has the same weight as any other
course in the program, namely 3 out of 42 credits. Perhaps there is scope for a research project with
more weight, optionally for those students who want to study a topic more deeply.

Response:

Yes, capstone project comprises of 3 credit hours. We assigned 3 CH to this course because various
universities allot 3 credit hours for the capstone project. Furthermore, this MS program caters for
the needs of part time evening students; therefore, we believe that 3 credit hours are enough for this
course.

Comment 6:

While most of the courses seem to be of great value there appear to be some overlap between courses
that could be removed to give more space. For example, the courses CPI1S612/MI1S622 in 1st year,
Semester 2, appear to be somewhat basic with overlap with other courses.

Response:

Both CPISC612 and MI1S622 are elective courses. Students are only allowed to take one course
among them. Therefore, there is no issue of overlapping.

In the second semester, students are required to take three mandatory courses (Network Security,
Applied Cryptography and Web Application Security). These courses cover broad topics, which are
foundation for the other specialized elective courses, such as, e-commerce security, database security
and software security. Some of the topics from the mandatory courses may partially overlap with
some specialized elective courses. Partial overlapping of some topics between different courses is
very common in the academia.
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Comment 1:

(1) Page 7, the Goals and Objectives table, the 4th row: “Analyse and evaluate the local and
international breakthroughs that may get the systems used by all institutions.” -> | am not sure
about the meaning of ‘breakthroughs’ here? Do you mean ‘break-ins’?

Response:
We have updated this sentence in the following way:

“Analyse and evaluate the local and international breakthroughs that may influence the systems
used by all institutions.”

Comment 2:

(2) Page 19, line 3 from the bottom: “Scores will not be accepted if more than two years old” -> this
should be written as “Scores will not be accepted if they are more than two years old”.

Response:
Corrected.

Comment 3:

3) Page 22, section H, point 2.b: “... to discuss the curriculum and its learning outcomes ...” -> |
think ‘it’s’ should be replaced by ‘its’.

Response:
Corrected.

Comment 4:

There is a typo in this sentence (Section B Objectives): “This capstone course provides students the
opportunity to apply the principles and techniques of Information Assurance thorough the design,
development, implementation, operation, and management of secure information systems” -> | think
‘thorough’ should be ‘through’.
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Response:
Corrected.

Comment 5:

The proposed program covers an important subject area. It is well structured, timely, and in line
with technological and market developments in the field. However, | feel that the course title for
CPCS631, i.e. ‘Applied Cryptography’ does not quite capture what is covered in the course unit. The
topics covered in the course unit are actually in the domain of ‘Cryptography’, rather than ‘Applied
Cryptography’. Therefore, a title like ‘Introduction to Cryptography’ may be more concise.

Response:

Course contents of ‘Applied cryptography’ are updated in the following way.

“This course is a comprehensive introduction to modern cryptography that is aimed primarily at
those interested in applications. An emphasis will be placed on tools that are currently being used to
secure the Internet and enable secure electronic commerce. Showing how security is achieved in
real-life systems in areas of payment, telecom, buildings/transportation, government/identity etc.”
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1- Title of the academic degree.

Reviewer 1:
The reviewer approved the document.

Our response to comment the reviewer comments:
Not required.

2- The suitability of the total academic units for the targeted program
Reviewer 1:

The reviewer approved the document.
Our response to comment the reviewer comments:

Not required.

3- The suitability of units" distribution between theoretical and practical, for all courses.
Reviewer 1:

The reviewer approved the document.
Our response to comment the reviewer comments:

Not required.

4- Courses description and its compliance with the course titles
Reviewer 1:

The reviewer approved the document.
Our response to comment the reviewer comments:

Not required.

5-Currency of scientific materials of the program to match what is universally common.
Reviewer 1:

The reviewer recommended a re-examination for the course every three years.
Our response to comment the reviewer comments:

The department will create a three year evaluation plan for the program.

6- Strength points:
Reviewer 1:

The board knowledge the students is getting in this program.
Our response to comment the reviewer comments:

Not required.
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7- Weaknesses points:

Reviewer 1:
The students might be exposed to many topics, but get experience in few, this should be
monitored carefully.

Our response to comment the reviewer comments:

The department will create a monitoring plan to watch the students progress in the program,
and to ensure equal experience of all topics.
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1- Title of the academic degree.

Reviewer 2:
The reviewer approved the document.

Our response to comment the reviewer comments:
Not required.

2- The suitability of the total academic units for the targeted program
Reviewer 2:

The reviewer assumed the duration of the program is two years based on the 42 credit hours.
The reviewer also indicated that the description does not provide the admission requirements.

Our response to comment the reviewer comments:

The descriptions does not show the admission requirements in English, however it is shown in

Arabic. The admission requirements were added in English now.

3- The suitability of units' distribution between theoretical and practical, for all courses.

Reviewer 2:
The reviewer cannot see what the students are getting in the lab.
Our response to comment the reviewer comments:

The syllabi of all courses will be added to the program in a later stage, and the department

will make sure the fair distribution between theoretical parts and practical parts.

4- Courses description and its compliance with the course titles
Reviewer 2:
The reviewer again is not comfortable with the descriptions on some courses, such as

"Information security Policies and Procedures”, the reviewer asks for course descriptions in

order check the amount of materials given in each course, and to avoid overlapping.
Our response to comment the reviewer comments:

The syllabi of the courses will be provided in a later stage, and the department will take into
consideration the reviewer comment in term on overlapping and the amount of materials given in

each course.

5-Currency of scientific materials of the program to match what is universally common.
Reviewer 2:

The reviewer cannot see the objective of the course, if it is for students to advance in their

carrier or if it is to prepare students for PhD program, or if it is for other purposes.
Our response to comment the reviewer comments:
The objectives were adjusted as follow:
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Prepare specialists to be leadership in the planning, design and implementation of
electronic information security systems.

Prepare researchers in electronic information security systems.

Raise awareness of electronic information security.

Provide the students with an integrated vision and profound about the electronic
information security.

6- Strength points:

Reviewer 2:

No comments were provided by the reviewer

Our response to comment the reviewer comments:
No comments were provided by the reviewer

7- Weaknesses points:
Reviewer 2:

No comments were provided by the reviewer
Our response to comment the reviewer comments:

Not required.
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