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Qualifying students scientifically by providing them with modern academic knowledge with respect to
designing, supporting, and securing information systems.

2. Qualifying students in the field of scientific research by providing them with the skills (independence; critical
thinking; problem solving; integrity) needed to carry out scientific research and publishing in appropriate
outlets.

3. Provide students with the scientific skills that enable them to generate ideas to improve or define business
processes in order to effectively analyze and design information systems.

4, Enhancing students' abilities to take appropriate actions and strategies (applying governance frameworks;
adhering to industrial standards) to ensure the security of Information Systems.

5. Developing and qualifying students to plan and implement appropriate strategies (define goals; leveraging the
data resource; integration of digital tools) that enable the digital transformation in modern organizations.

6.  Providing students with the necessary knowledge and skills in the field of business intelligence (SQL
programming; problem solving methods; data warehouse principles) in order to enable them to develop effective
and efficient business strategies.
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(20) Existing Department Labs that will Serve the Proposed Program
" Capacity
o Leles N (No.of Students)
1 Database Lab 18
2 Networking Lab 18
3
4
5
6
7
8
9
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(21) Suggested Labs
Item Labs Name Start Date
1 Big Data Lab 2/8/2020
2 Digital Transformation Lab 2/8/2020
3 Cyper Secutrity Lab 2/8/2020
4
5
6
7
8
9
10
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(24) Achieving Program Objectives Through Courses.

e Please Chech (V) the related Courses with Program Objecives.

Objectives mentioned in item numbers (3) previously

Course Code

Program Objecives

10

COIS 600

COIS 601

COIS 602

COIS 603

COIS 604

2L | 2| 2 2| <

COIS 605

COIS 694

COIS 620

COIS 621

COIS 630

COIS 631

COIS 640

COIS 641

COIS 692

COIS 693

COIS 699

< | 2| 2| 2] /| 2| <
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Course Code Course Title Credits Prerequisite

COIS 600 ICT Infrastructure Management 3 -

1. Objectives:
e Understand recent trends in the design, secutiy, and management of Information and
Communication Technology (ICT) infrastructure;
e clarify the importance of the alignment of ICT infrastructure goals with the enterprise higher-
level objectives by leveraging the continuous business process orchestration;
e discuss ICT governance frameworks and their implications for effective utilization and
management of the ICT infrastructure; and
e explain the role of standardization, service-oriented architectures, and cloud-based services in
achieving enhanced management of ICT infrastructure within organizations.
2. Outline & Topics:

e ICT provision and standardization

e Service-oriented architectures

¢ Implementation of cloud-based services and solutions.
e Roles of ICT governance frameworks

e Effective of ICT utilization and management.

3. Assessment Methods:
Assignment 1 (10%); First Midterm Exam (20%); Assignment 2 (10%); Second Midterm Exam (20%);
Final Exam (40%).
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Course Code Course Title Credits Prerequisite
COIS 601 Decision Support Systems 3 Units -

1. Objectives:

e Understand the purposes of Decision Support Systems (DSS) and their benefits for modern

enterprises;

e Recognize the beneficiaries of DSS at the different layers of the organization

e Clarify emerging trends in DSS and their implications for the decision making process; and
e Explain different DSS technologies including Data Warehouse, Data Mining, and OLAP.

2. Outline & Topics:

e Decision Support System and Business Intelligence

e Decision Making, Systems, Modeling, and Support

e DSS Concepts, Methodologies, and Technologies: An Overview

e Modeling and Analysis

e Data Warehousing for Business Intelligence

3. Assessment Methods:

Lab Assignment 1 (10%); Midterm Exam (20%); Lab Assignment 2 (10%); Case Study Analysis (20%);

Final Exam (40%).
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Course Code Course Title Credits Prerequisite

COIS 602 Digital Strategies 3 Units -

1. Objectives:
e Understand the means to which products, services and business models can be designed and
developed for the digital customer;
e Discuss the enablers of digitalization including Internet of Thing and cloud-based services and
their strategic implications;
e Clarify the components of a digital business strategy; and
e Recognize the ethical and societal implications of digitalization within enterprises.
2. Outline & Topics:

o Digital Business for multiple goals within a larger Business and/or media strategy

e Major digital marketing channels - online advertising: Digital display, video, mobile, search
engine, and social media

e Comprehensive digital Business strategy and plan

Digital Business efforts and Return on Invesment (ROI) calculation

Latest digital technologies

3. Assessment Methods:
First Midterm Exam (20%); Second Midterm Exam (20%); Major Project (15%); Project Presentation
(10%); Final Exam (35%).
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Course Code Course Title Credits Prerequisite

COIS 603 Enterprise systems 3 Units -

1. Objectives:

e Explain the different business applications that can be integrated into an enterprise-wide system;

o Describe the reasons behind the development and implementation of enterprise systems within
organizations;

o Discuss the economic and operational benefits that could be gained from implementing an enterprise-wide
system; and

e Clarify concepts of business process modeling and business process improvement that can be used in
planning and developing an enterprise system.

2. Outline & Topics:

e Different types and components of enterprise systems such as Enterprise Resource Planning
(ERP), Customer Relationship Management (CRM), Supplier Relationship Management (SRM),
and Supply Chain Management (SCM)

e Architectures and enterprise systems market components
e System integration and strategies for implementing and using enterprise systems

e Trends, opportunities and issues with enterprise systems

3. Assessment Methods:
Lab Exercise 1 (5%); First Midterm Exam (20%); Lab Exercise 2 (5%); Assignment 1 (15%); Second Midterm
Exam (20%); Final Exam (35%).
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Course Code Course Title Credits Prerequisite

COIS 604 Information Security 3 Units -

1. Objectives:
e Understand major issues, technologies and approaches used in information management and
security;
e explain approaches toward data modeling, governance and compliance;
e learn the key role of the information resource in supporting sound decision-making within
organizations;
e understand data management strategies at the organizational level,
e gain an understanding of the procedures and controls for attaining the security of the information
asset;
e clarify the concept of cryptography and how it is applied in modern organizations.
2. Outline & Topics:
e Principles of information security management in complex systems and organizations.

e Development of cybersecurity controls, security policies, procedures, and programs.
e Threat, vulnerability and risk assessments.

e Plan security awareness, training, and education activities.

e Respond in face of new cybersecurity exploits, campaigns, and latest challenges.

3. Assessment Methods:
Case Study (15%); Midterm Exam (20%); Project (15%); Presentation (10%); Final Exam (40%).
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Course Code Course Title Credits Prerequisite

COIS 605 Systems Analysis & Design 3 Units -

1. Objectives:
e Provide a firm understanding of contemporary system development methodologies;
e clarify the project management principles as they applied to an Information System and/or
Software development projects;
e Explain professional responsibility related to quality assurance and reporting and describe their
implication in all phases of the Systems Development Life Cycle (SDLC); and
e Understand and use the Unified Modeling Language (UML) software in the development of
Information Systems.
2. Outline & Topics:

e IS project management principles
e Project selection, initiation, planning, and the elicitation of requirements.
¢ Different systems development life cycle (SDLC) methodologies

e Different techniques used to analyze both the targeted user group and the tasks of certain systems
in order to design user interfaces, prototypes, as well as entity relationship diagrams.

e Process modeling, data flow diagrams, and logic modelling.

3. Assessment Methods:

Lab Exercise 1 (10%); Midterm Exam (20%); Lab Exercise 2 (10%); System Design Project (15%);
Presentation (5%); Final Exam (40%).
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Course Code Course Title Credits Prerequisite

COIS 694 Research Methods 3 Units -

1. Objectives:

e Define and explore the key research phases, including problem definition, literature review,
research design, and research methodology;

e Understand quantitative and qualitative research methods used in the information systems
discipline;

e Gain practical knowledge in using data analysis software (i.e., IBM SPSS, Leximancer, NVivo);
and

e Recognize the important ethical and legal issues and understand their role and impact in the
conduct of a research project.

2. Outline & Topics:
e Comprehensive understating of the concepts of literature review.
e Research design of quantitative and qualitative methods.
e Data collection and analysis.

e The ethical issues in the conduct of research and the peer review process.

3. Assessment Methods:

Assignment Part 1 “Formulating a research problem and reviewing the literature” (10%); Midterm
Exam (20%); Assignment Part 2 “Data collection and analysis” (10%); Assignment Part 3 “Writing up a
research report” (10%); Presentation (10%); Final Exam (40%).
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Course Code Course Title Credits Prerequisite

COIS 620 Big Data Analytics 3 Units COIS 601

1. Objectives:
e Explain industry-based big data problems and solutions;
e understand the emerging big data computing technologies and their suitability for certain
organizational tasks;
e clarify techniques used to analyze big data including discovery, iteration, and mining and
predicting; and
e recognize methods used to visualize and automatically learn from large volumes of data.

2. Outline & Topics:

e Basic Statistics and R programming language.
e Relationships and Representations, Graph Databases.

e Introduction to Spark 2.0. Spark 2.0 replaced Hadoop as the dominant mainstream framework for
processing of large data volumes on large computational clusters.

e Language processing with Spark 2.0. Processing large volumes of textual data is very important
step in many business analysis applications.

Yy




e Analysis of Streaming Data with Spark 2.0. While many applications could profit handsomely
from batch processing of large volumes of data, some application must process a lot of data
practically in real time

e Applications of Spark ML Library. Spark comes with a Machine Learning (ML) API, which
allows us to perform many routing ML task at Spark speed.

3. Assessment Methods:

First Midterm Exam (20%); Second Midterm Exam (20%); Project Part 1 (10%); Project Part 2 (10%);
Project Presentation (5%); Final Exam (35%).
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Course Code Course Title Credits Prerequisite
COls 621 Big Data Analytics Il 3 Units COIS 620

1. Objectives:
e Understand the recent trends in the area of big data analytics; and
e Review the extant literature in the area of big data analytics.

2. Outline & Topics:

e Basic Neural Network and Tensor Flow. Neural Networks and Deep Learning are emerging as the
highest precision tools for many large scale classification and pattern recognition problems.

e Advance Tensor Flow. We will analyze some more complex configurations of Neural Networks
and also learn how to integrate NN engines into practical systems for large scale analysis.

e Assessing Quality of Big Data Analysis. We will learn “standard” procedures for accessing
quality of ML algorithms.

¢ Analysis of Images, OCR Applications, and analysis of Speech Signal.

e Page Ranking, Search systems, Question Answer Systems are the true test of our ability to build
intelligent machines.

e Analysis of Streaming Data with Tensor Flow, VoltDB, Data Flow Engines and other memory
databases.

3. Assessment Methods:
Case Study 1 (10%); Midterm Exam (20%) Case Study 2 (10%); Literature Review (20%); Final exam
(40%).
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Course Code Course Title Credits Prerequisite

COIS 630 Enterprise Cyber Security 3 Units COIS 604

1. Objectives:
e Understand procedures used to safeguard organizations, networks, and individuals against Cyber
threats and attacks;
o clarify ways to implement physical and process controls in order to reduce information threats.
e describe issues related to Cryptography and Forensic Computing.
e explore leadership, tools and skills related to safeguarding the security of the organizational
Cyber infrastructure.

2. Outline & Topics:
e Introduction, measuring, policy, and strategies of organizational security.
e Optimal organizational security investment and Security cost.

e Secure organizational software development, payment card Information Sharing, patch
management, incident management, forensics, maybe identity management.

Organizational Security asymmetries and Externalities.

The Human Factor and behavioral organizational Security.

3. Assessment Methods:
Quiz 1 (5%); Midterm Exam (20%); Quiz 2 (5%) Case Study Analysis (20%); Presentation (10%); Final
Exam (40%).
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Course Code Course Title Credits Prerequisite

COIS 631 Enterprise Cyber Security 11 3 Units COIS 630

1. Objectives:
e Understand the recent trends in the area of organizational cyber security; and
e Explore the extant literature in the area of organizational cyber security.

2. Outline & Topics:

e Secure and identify vulnerabilities and organizational assets

Build organizational secure systems and infrastructures.

Extensive insights and practices about advanced Cyber Security in organizational domain
e Advance principles of organizational security policies and cryptographic standards technologies.

e Advance installation and configuration of remote access security enforcement of organizational
wireless network-host-based security technologies.

e Advanced standards and products used to enforce organizational security on web and
communication technologies.

3. Assessment Methods:
Project Part 1 (10%); Midterm Exam (20%); Project Part 2 (10%); Literature Review (20%); Presentation
(5%); Final Exam (35%).

*At this stage of the program, students should have published, or in the process to publish, a research
paper in a respected peer-reviewed journals.
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Course Code Course Title Credits Prerequisite
COIS 640 Digital Transformation 3 Units COISs 602

1. Objectives:
e Describe the drivers as well as the enablers of digital transformation within organizations;
e understand the strategic and upper-level goals of the digital transformation; and
e explain how traditional business models can be transformed into digital ones in order to leverage
efficiency and effectiveness.
2. Outline & Topics:

e Introduction and Overview of Digital Transformation.

e Opportunities for Digital Transformation.

e The Role of Digital Transformation.

e Digital Transformation Process.

e Digital Transformation Business Models.

e People and the Organization used Digital Transformation.

o Digital Transformation Technology and Policy.

3. Assessment Methods:
Quiz 1 (5%); Case Study Analysis 1 (15%); Midterm Exam (20%); Quiz 2 (5%); Case Study Analysis 2
(15%); Final Exam (40%).
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Course Code

Course Title

Credits

Prerequisite

COIS 641

Digital Transformation Il

3 Units

COIS 640

1. Objectives:

e Understand the recent trends in the area of digital transformation; and

e Review the extant literature in the area of digital transformation.

2. Outline & Topics:

e Market & Competitor Analysis.

e Strengths, Weaknesses, Opportunities, and Threats (SWOT) & Company Performance.

e Digital Maturity Model - Current State & Target State.

¢ Digital Transformation Plan, Strategic Objectives, Technologies, Team & Budget.

e Dashboards to Track & Manage Progress.

3. Assessment Methods:
Assignment 1 (15%); Midterm Exam (20%); Assignment 2 (15%); Annotated bibliography (10%); Final

Exam (40%).
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Course Code Course Title Credits Prerequisite
COIS 692 Selected Topics (1) 3 Units COIS 603

1. Objectives:
e Describe and explain the organizational benefits of the technology indicated in the chosen study
area;
e Gain an understanding of the types of organizational strategic goals that can be leveraged by the
use of the technology indicated in the chosen study area; and
e Discuss security and societal implications arise from the use of the technology indicated in the
chosen study area.

2. Outline & Topics:

This course introduces some of the recent topics in the IS field. These topics include:
+ Atrtificial Intelligence for Decisions
* Industry 4.0
+ Business Implications of Internet of Things

Students should choose one of the above topics to undertake this course.

3. Assessment Methods:
Case Study (15%); Midterm Exam (20%); Assignment 1 (15%); Presentation (15%); Final Exam (35%).
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Course Code Course Title Credits Prerequisite
COIS 693 Selected Topics () 3 Units COIS 692

1. Objectives:
e Understand the recent trends in the chosen study area; and
o explore the extant literature in the in the chosen study area in COIS 692.

2. Outline & Topics:
The aim of this course is to provide an extensive and advanced knowledge about one of the topics chosen
by the student in COIS 691.

3. Assessment Methods:

First Midterm Exam (20%); Second Midterm Exam (20%); Literature Review (20%); Presentation (5%);
Final Exam (35%).
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Course Code Course Title Credits Prerequisite

COIS 699 Thesis 8 Units

1. Objectives:
o Identify research gaps by reviewing the recent literature;
e conduct research with an appreciation of both ethical and intellectual property issues;
e contribute to the information systems body of knowledge;
e apply the appropriate research methods and techniques for solving the investigated research
problem; and
make use of the appropriate software for data collection and data analysis.

2. Outline & Topics:

Students are asked to prepare a research proposal aiming to fill a gap in the extant Information Systems
literature and contact one of the department members to become his/her academic supervisor. The agreed
upon research proposal is then passed to the academic committee in the department for approval.

3. Assessment Methods:
According to the unified list of graduate studies in universities and their executive bases at King Abdul
Aziz University.

*At this stage of the program, students should have the process to publish, a research paper in a respected
peer-reviewed journals.
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